Abstract
Introduction
Nothing is permanent in nature, everything that exist changes in course of time, and this very change gave us a fantastic world of cyber. It has brought sea -change in the society that we live in. Over the years, the internet technology has been continuously offering multiple functionalities and facilities. The augmentation of cyber technology has helped in data and information exchange to take at blazing speed which transforms the world into global village. It has made the life easier and world accessible with the touch of button. But everything is not well in cyber world; it is facing several challenges in the form of malicious objects. These malicious objects are worms, virus and Trojan horse. Malicious objects have tremendous influence on computer network. Currently, e-mail has become one of the main factors for the transmission of malicious objects. Transmission of malicious objects in computer network is epidemic in nature and is analogous to biological epidemic diseases. Controlling the malicious objects in computer network has been an increasingly complex issue in recent years. In order to curb the malicious object, we propose an SI 1 I 2 RS model for two different kinds of malicious groups. Hyman and Li [1, 2] proposed a DI (Differential-Infectivity) compartment for SIR model that describes the transmission dynamics of an infectious disease assuming infectious population divided into three compartments. Mishra et al. has introduced mathematical models for the transmission of malicious objects in the computer network and has given epidemic models on times delays, the fixed period of temporary immunity after the use of anti-malicious software, effect of quarantine, fuzziness of the system [3] [4] [5] [6] [7] . The action of malicious object throughout a network can be studied by using epidemiological models for disease propagation [8 -13] . Richard and Mark [14] proposed an improved SEI (Susceptible -ExposedInfectious) model to simulate virus propagation. Anderson and May [15] [16] discussed the spreading nature of biological viruses, parasite etc. leading to infectious diseases in human population through several epidemic models. Several authors have discussed stability of the system in epidemiology [17 -25] .
We develop a SI 1 I 2 RS model for different kind of infections that does not confer permanent immunity; infectious class has been divided into two sub compartments: first compartment for the worm infected nodes and second compartment for the virus infected nodes. Susceptible nodes go to the infectious class in accordance with the attacking behavior of malicious objects such as worm and virus and then move to the recovered class after the run of anti-malicious software. The model here have a variable total population size, because they have recruitment into the susceptible class by inclusion of some new nodes and nodes may crash due to the reason other than the attack of malicious objects and also due to the attack of malicious objects.
Figure 1. Schematic Diagram for the Flow of Malicious Objects in Computer Network

SI 1 I 2 RS Model with Different Infectivity and Simple Mass Action Incidence
Let S(t) be the number of susceptible, I 1 (t) and I 2 (t) be the number of nodes infected by worm, and virus respectively, R(t) be the recover nodes after the run of anti malicious software and N(t) be the total population size. Based on our assumption and flow of transmission as depicted in figure 1 , we have the following system of differential equations:
where q j is the probability of infective nodes which enter into the group I j from the susceptible class. A is the recruitment of susceptible nodes in the computer network, µ is the per capita birth rate and death rate due to the reason other than the attack of malicious objects, γ 1 and γ 2 are the rates of nodes leaving the infectious class I 1 , and I 2 to the recover class respectively. α 1 and α 2 are the crashing rate of the nodes due to the attack of malicious objects in infectious class I 1 and I 2 respectively. δ is the rate of transmission of nodes from recovered class to susceptible class.
Let, N = S + I 1 
Malicious Objects Free Endemic Equilibrium Stage
In the absence of malicious objects, when
Let us define the solution region in the domain G given by
The system (1) has the infectious-free equilibrium stage at E 0 = (A, 0, 0, 0, 0 
Theorem 1
Consider the system (1 (1), we construct the Jacobian matrix of (1) From the above Jacobian matrix J, we see that the diagonal elements are real and negative. Therefore, the system is locally asymptotically stable.
Theorem 2
For the system (1), the infection free equilibrium E 0 is globally asymptotically stable in the solution set G = {(S, I
1 , I 2 , R)R 
 
where S ≤ A and R 0 < 1.
Hence, the infection free equilibrium E 0 is the only positive invariant in
Therefore, it follows from the Liapunov stability theory that the infection free equilibrium E 0 is globally asymptotically stable. 
Conclusion
A DI (differential infectivity) compartment for SI 1 I 2 RS epidemic model for the simple mass action incidence rate in which infected population is divided into two groups where first group consists of those nodes which are infected by the worms and second for the nodes which infected by virus is developed. We discuss the characteristics of the threshold parameter and established that if R 0 ≤ 1, the system is locally asymptotically stable and globally asymptotically stable with help of Liapunov function. Runge-KuttaFehlberg fourth fifth order method is used to solve and simulate the system by using real parametric values. Eventually, we find that with the decrease of susceptible and all kind of infection, recovered nodes increases due to the run of antivirus software and these are asymptotically stable with respect to time, which is depicted in Figure 2 . Furthermore, analysis and simulation results show some managerial insights that are helpful for the practice of antivirus software in information sharing networks. The transformation of nodes from recovery class to susceptible class from worms and viruses is depicted in figures 3, 4, 5, 6 and 7 respectively which clearly indicates the immunity of the system due to the different attacks. The efficiency of the antivirus software can be analyzed by (i) observing the rate through which it cleans the nodes on attack of different kind of malicious objects, (ii) the rate through which the nodes crashes due to the attack of malicious objects. This will help the software organization to develop more efficient antivirus software that can minimize the attack and maximize the rate of recovery.
